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Capstone Projects:

Real Time Business Scenario using
Azure Security Engineer

Identity Fortress

Implementing secure authentication and access
control using Azure AD and Conditional Access.

KeyVault Guardian

Designing a secrets and key management solution
with Azure Key Vault and RBAC.

ThreatShield Monitor

Deploying Azure Security Center and Sentinel for
threat detection and incident response.

Network Defense Grid

Securing virtual networks with NSGs, Azure
Firewall, and DDoS Protection.

DataSafe Vault

Protecting sensitive data using encryption at rest, in
transit, and Azure Information Protection.

Compliance Tracker

Automating governance and compliance with
Azure Policy and Blueprints.
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AZURE SECURITY ENGINEER
COURSE SYLLABUS

Duration : 40 hrs

Section 1: Manage identities in Azure AD

Secure users in Azure AD

Secure directory groups in Azure AD
Recommend when to use external identities
Secure external identities

Implement Azure AD Identity Protection

Section 2 : Manage authentication by using Azure AD
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Section 3 : Manage authorization by using Azure AD

e Configure Azure role permissions for management groups,
subscriptions, resource groups, and resources

e Assign built-in roles in Azure AD

e Assign built-in roles in Azure

e Create and assign custom roles, including Azure roles and
Azure AD roles

e Implement and manage Microsoft Entra Permissions
Management

e Configure Azure AD Privileged Identity Management (PIM)

e Configure role management and access reviews by using
Microsoft Entra Identity Governance

e Implementation of Conditional Access policies
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Section 4 : Manage application access in Azure AD

e Manage access to enterprise applications in Azure
AD, including OAuth permission grants

¢ Manage app registrations in Azure AD

e Configure app registration permission scopes

e Manage app registration permission consent

e Manage and use service principals

¢ Manage managed identities for Azure resources

e Recommend when to use and configure an Azure
AD Application Proxy, including authentication

Section 5 : Plan and implement security for virtual
networks

¢ Plan and implementation of Network Security Groups
(NSGs) and Application Security Groups (ASGs)

e Plan and implementation of user-defined routes (UDRs)

e Plan and implementation of VNET peering or VPN gateway

e Plan and implementation of Virtual WAN, including secured
virtual hub

e Secure VPN connectivity, including point-to-site and site-
to-site

¢ Implementation of encryption over ExpressRoute

e Configuration of firewall settings on PaasS resources

e Monitor network security by using Network Watcher,
including NSG flow logging

Section 6 : Plan and implement security for
private access to Azure resources

Plan and implementation of virtual network Service Endpoints
Plan and implementation of Private Endpoints

Plan and implementation of Private Link services

Plan and implement of network integration for Azure App
Service and Azure Functions
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e Plan and implement of network security configurations for an App
Service Environment (ASE)

e Plan and implementation of network security configurations for an
Azure SQL Managed Instance

Section 7: Plan and implement security for public
access to Azure resources

e Plan and implement TLS to applications, including Azure App
Service and APl Management

e Plan, implement, and manage an Azure Firewall, including Azure
Firewall Manager and firewall policies

e Plan and implementation of an Azure Application Gateway

e Plan and implementation of an Azure Front Door, including a
Content Delivery Network (CDN)

e Plan and implementation of a Web Application Firewall (WAF)

e Recommend when to use Azure DDoS Protection Standard

Section 8 : Plan and implement advanced security for
compute

e Plan and implement remote access to public endpoints,
including Azure Bastion and JIT

e Configure network isolation for Azure Kubernetes Service
(AKS)

e Secure and monitor AKS

e Configure authentication for AKS

e Configure security monitoring for Azure Container Instances
(ACls)

e Configure security monitoring for Azure Container Apps
(ACAs)

e Manage access to Azure Container Registry (ACR)

e Configure disk encryption, including Azure Disk Encryption
(ADE), encryption as host, and confidential disk encryption

e Recommend security configurations for Azure API
Management
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Section 9 : Plan and implement security for storage

e Configure access control for storage accounts

e Manage life cycle for storage account access keys

e Select and configure an appropriate method for access to Azure
Files

e Select and configure an appropriate method for access to Azure
Blob Storage

e Select and configure an appropriate method for access to Azure
Tables

¢ Select and configure an appropriate method for access to Azure
Queues

¢ Select and configure appropriate methods for protecting against
data

e security threats, including soft delete, backups, versioning, and
immutable storage

e Configure Bring your own key (BYOK)

e Enable double encryption at the Azure Storage infrastructure level

Section 10 : Plan and implement security for Azure
SQL Database and Azure SQL Managed Instance

e Enable database authentication by using Microsoft Azure AD

e Enable database auditing

¢ |dentify use cases for the Microsoft Purview governance portal

¢ Implement data classification of sensitive information by using
the Microsoft Purview governance portal

e Plan and implement dynamic masking

e Implementation of Transparent Database Encryption (TDE)

e Recommend when to use Azure SQL Database Always Encrypted

Section 11: Plan, implement, and manage governance
for security

e @

e Create, assign, and interpret security policies and initiatives in
Azure Policy

e Configure security settings by using Azure Blueprint

e Deploy secure infrastructures by using a landing zone
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Create and configure an Azure Key Vault

Recommend when to use a Dedicated HSM

Configure access to Key Vault, including vault access policies
and Azure Role Based Access Control

Manage certificates, secrets, and keys

Configure key rotation

Configure backup and recovery of certificates, secrets, and keys

Section 12 : Manage security posture by using Microsoft
Defender for Cloud

Identify and remediate security risks by using the Microsoft
Defender for Cloud Secure Score and Inventory

Assess compliance against security frameworks and Microsoft
Defender for Cloud

Add industry and regulatory standards to Microsoft Defender for
Cloud

Add custom initiatives to Microsoft Defender for Cloud

Connect hybrid cloud and multi-cloud environments to
Microsoft Defender for Cloud

Identify and monitor external assets by using Microsoft Defender
External Attack Surface Management

Configure Microsoft Defender for Servers

Configure Microsoft Defender for Azure SQL Database

Manage and respond to security alerts in Microsoft Defender for
Cloud

Configure workflow automation by using Microsoft Defender for
Cloud

Evaluate vulnerability scans from Microsoft Defender for Server

Section 13 : Configure and manage security monitoring
and automation

Monitor security events by using Azure Monitor

Configure data connectors in Microsoft Sentinel

Create and customize analytics rules in Microsoft Sentinel
Evaluate alerts and incidents in Microsoft Sentinel
Configure automation in Microsoft Sentinel
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Earn your AZ 500 Course
Completion Certificate

Credo Systemz's certificate is highly recognized by
30K Global companies around the world.

@ CREDO SYSTEM

Simplifying IT

CERTIFICATE
OF EXCELLENCE

PRANAV.R

CANDIDATE ID :
has successfully completed

AZURE SECURITY ENGINEER
Course Conducted During February 2025 to April 2025
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| r—— © ~ Authorised Signatory

CRIDO STEIME

Plot No.8 , Vinayaga Ave, Rajiv Gandhi Salai, OMR ,Chennai - 42. Ph : 98844 12301 / 96001 12302, Web : www.credosystemz.com
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WHAT OUR TRAINEE SAYS?

Nirosha

4.7 4.2

The trainer explained cloud concepts
clearly with real-life examples, making it
easy to understand for beginners.
Practice sessions and doubt clearing
were really helpful for building a strong
foundation.

The course was well-structured with hands-
on labs for each topic, which improved my
practical skills. The trainer’s guidance on
managing Azure resources and services
was excellent.
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Karthik M
5.0

The sessions focused on design patterns,
architecture scenarios, and case studies
that matched the exam syllabus. The
instructor made complex concepts
simple with diagrams and live use cases.

4.0

Security topics like IAM, Defender for
Cloud, and Key Vault were explained with
clarity. Lab exercises boosted my
confidence to handle security tasks in a
real environment.

www.credosystemz.com

Srinivasan
4.9

The training covered pipelines, CI/CD, and
DevOps practices in a very practical way.

Tools like Azure DevOps and GitHub
Actions were taught with real-time
project examples.

Renuka Devi
4.5

Networking concepts like VNets, VPNs, and

routing were made easy with step-by-

step labs. The trainer’'s deep knowledge
and support throughout the course were

very helpful.
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-- VELACHERY -------- e OMR --------- .

New # 30, Old # 16A, Third Main
Road, Rajalakshmi Nagar, Velachery,
(Opp. to Murugan Kalyana
Mandapam), Chennai — 600 042.

Plot No.8, Vinayaga Avenue,
Rajiv Gandhi Salai, (OMR),
Okkiampettai,
(Behind Okkiyampet Bus Stop)
Chennai — 600 097.

@ +91 98844 12301 @ +91 96001 12302

OVERSEAS

Sima Electronic Building, LLH
Opposite, Electra Street — Abu Dhabi

Houchin Drive, Franklin,
TN -37064. Tennessee
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